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1. Inicie sesion en la consola de administracion de Cloud App Security.

2. Pase el cursor sobre SharePoint Online y haga clic en Aprovisionar.

,J!FE'.“.’» Cloud App Security

Dashboard Advanced Threat Protection Data Loss Prevention Logs Quarantine Administration

Get Started

Thank you for choosing Cloud App Security. Check out the following information to help you get started.

Provision Service Account Configure Policy

\l/ Create a service account for each protected cloud — Configure and apply policies to prote

¥ | service and grant Cloud App Security limited — against various security threats and
access to your service data for threat protection % transmission of sensitive data

Go to Advanced Threat Protection Go to Dat

Add Service Account

No account provisioned for SharePoint.

Service: & Exchange Online

¥ Dropbox
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3. En la pestafia Cuenta autorizada, haga clic en el enlace Haga clic aqui en el Paso

1. Esto abrira una pantalla de inicio de sesién de Microsoft.

Provision Service Account for SharePoint Online

Authorized Account Delegate Acoount Delegate Account {Manually)

Step 1 Grant Cloud App Security the permission to use the Graph API to access all domains, m
Step 2 Grant Cloud App Security the permission o obtain all SharePoint site collections, Chck he
Step 3:  Grant Cloud App Security the permission to access resources in all SharePoint sites. Click hers

Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites. Learn more

Submit Cancel

4. Especifique sus credenciales de administrador global de Office 365 y haga clic

en Iniciar sesion.
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5. Haga clic en Aceptar para otorgar a Cloud App Security el permiso para usar Graph
API para acceder a todos los dominios bajo el arrendatario asociado con el

Administrador global especificado.

B Microsoft

Permissions requested
Review for your organization

Trend Micro Cloud App Security
ﬁrend Micro Incorpcrate] 9

This app would like to:

Sign in and read user profile

Read directory data

Read all groups

Read and write mail in all mailboxes

Read all hidden memberships

e &% R €A £

Use Exchange Web Services with full access to all

mailboxes

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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6. Vuelva a la consola de administracion de Cloud App Security, como se indica, luego
haga clic en el enlace Haga clic aqui en el Paso 2. Esto abrira la pantalla de

autorizacion de SharePoint Online.
Provision Service Account for SharePoint Online

Authorized Account Delegate Account Delegate Account (Manually)

@ Step 1: Grant Cloud App Security the permission to use the Graph API to access all domains.

Step 2: Grant Cloud App Security the permission to obtain all SharePoint site collections;

Step 3: Grant Cloud App Security the permission to access resources in all SharePoint sites. Click here

Step 4:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites m T

Submit Cancel

7. Haga clic en Aceptar para otorgar a Cloud App Security el permiso para acceder a
todas las colecciones de sitios de SharePoint en los dominios.

B® Microsoft

Permissions requested
Review for your organization

Trend Micro Cloud App Security
ﬁrend Micro Incorporate] &

This app would like to:
Sign in and read user profile

Read directory data

Read and write mail in all mailboxes

Bt

e

v Read all groups
N

N Read all hidden memberships
N

Use Exchange Web Services with full access to all
mailboxes

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps microsoft.com. Show details

Does this app look suspicious? Report it here
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8. Vuelva a la consola de administracién de Cloud App Security, como se indica, y

haga clic en el enlace Haga clic aqui en el Paso 3.

Provision Service Account for SharePoint Online

Authorized Account Delegate Account Delegate Account (Manually)

@ step 11 Grant Cloud App Security the permission to use the Graph AP to access all domains. Clic

@ step 2:  Grant Cloud App Security the permission to obtain all SharePoint site collections.

Step 3: Grant Cloud App Security the permission to access resources in all SharePoint sx(es

Step 4: Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites.

Submit Cancel

9. Haga clic en Aceptar para otorgar a Cloud App Security el permiso para acceder a
los recursos en todos los sitios de SharePoint.

BS Microsoft

Permissions requested
Review for your organization

Trend Micro Cloud App Security
ﬁrend Micro Incorporatdﬁ

This app would like to:

Sign in and read user profile

Read directory data

Read all groups

Read and write mail in all mailboxes

Read all hidden memberships

LA ¢ €

Use Exchange Web Services with full access to all

mailboxes

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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10. Vuelva a la consola de administracion de Cloud App Security como se indica. Tome

nota de la ID de la aplicacién que se muestra.

Provision Service Account for SharePoint Online

Authorized Account Delegate Account Delegate Account (Manually)
@) step 1: Grant Cloud App Security the permission to use the Graph API to access all domains. Click
@ Step 2: Grant Cloud App Security the permission to obtain all SharePoint site collections. Click
@ Step 3: Grant Cloud App Security the permission to access resources in all SharePoint sites.

Step 4:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites. Learn more.

@ Ssuccessfully assigned an App Id: 53 a. Copy it for use in this step.

11. Realice los siguientes pasos para otorgar permisos de Cloud App Security para
recibir notificaciones de Microsoft sobre cualquier cambio en los archivos en sus

sitios de SharePoint.

a. Inicie sesidn en el centro de administracion de Microsoft 365 con su cuenta

de administrador global.

b. Vaya a Centros de administracidon > SharePoint desde la navegacioén de la

izquierda. Aparece la pagina del centro de administracidn de SharePoint.

Microsoft 365 ad L Search

Identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at y

Azure ATP organization. A Searc

Support v Compliance Manage your compliance needs using integrated solutions for data governance, encryption, access control, eDiscovery, and more.

Settings v

2]
&
2 Setup
|5
@

A single management experience for the End User Computing team in IT to ensure employees’ Microsoft 365 devices and apps ar¢

Endpoint Manager secured, managed, and current

Exchange Manage advanced email settings, such as quarantine, encryption, and mail flow rules
Reports ™
Office configuration Manage, configure, and monitor deployment of Microsoft 365 Apps for your organization
Health Bo
PowerApps Use the Power Platform admin center to manage activity, licenses, and policies for user-generated Power Apps, which can connect

to your data and work across web and mobile.
Admin centers

Yool F e @

Manage the automation of repetitive and time-consuming tasks in the Power Platform admin center, where you can set up
Power Automate

@ Security connections to web services, files, or cloud-based data and put them to work
® Compliance o This admin center enables Power Bl service admins to manage a Power Bl tenant for your organization. The portal includes items
et such as usage metrics and settings.
B2 Endpoint Manager
Manage Microsoft Search settings including services and content that are available for people in your organization. Make finding
/O Search & intelligence 2 > 5 i
8 internal tools, documents, and people just as easy as searching the web in Bing.
& Azure Active Directo...
Getvisibility into your security state, investigate and protect against threats, get recommendations on how to increase your securi
@ Exchange @ secuity and more.
& SharePoint I ® SharePoint Manage sites, sharing, storage, and more for SharePoint and OneDrive. Migrate files and sites to Microsoft 365
% Teams > Steam Choose how Microsoft Stream works for your organization
All admin centers C
£ Teams Configure messaging, conferencing, and external communication options for your users.
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c. Cambie la URL del centro de administracién de SharePoint a
{sharepoint_admin_site}/_layouts/15/Applnv.aspx en la barra de
direcciones.

Por ejemplo, cambie https://example-
admin.sharepoint.com/_layouts/15/online/AdminHome.aspx#/home a

https://example-admin.sharepoint.com/_layouts/15/Applnv.aspx.

C @ & https// w1 sharepoint.com/ _layouts/15/Applnv.aspx - I C)

L e el I @ Grant Permission to an App - https://s =% s sharepoint.com/_layouts/15/Applnv.aspx | X

] & https:/sirtasmnsharepoint.com/_layouts/15/Appinv.aspx - Google Search -
= r2zf

Hi
I i e Recommended based on your enterprise license
B e . informati CC——
Extract information -

Aat.oouo. - ,on Far ctartad with Anrimant A =

d. En la pantalla que aparece, ingrese la Id. de la aplicacidn asignada (del paso
10) en el campo Id. de la aplicacion y luego haga clic en Buscar. El campo

Titulo se rellena automaticamente.

App I1d App Id:

e opps Lookup

Title:

App Domain

Example: “wwa.contosc.com”

Reditect URL:

Example:

httpsy//www.contoso.com/defaultaspx”

App's Permission Request XML
Permission

Request

XML

The

pormission

required by

the app.

El Id. de la aplicacion se puede encontrar en la Cuenta autorizada

correspondiente en Administracidon > Cuenta de servicio.
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e. En el campo Dominio de la aplicacidn, ingrese "tmcas.trendmicro.com".

f. Ingrese {Cloud App Security_admin_site}/provision.html en el campo URL
de redireccionamiento segun su sitio de servicio.
Por ejemplo, si la URL de su consola de administracién de Cloud App
Security en la barra de direcciones es "https://admin-
eu.tmcas.trendmicro.com" después de iniciar sesion, ingrese
https://admin-eu.tmcas.trendmicro.com /provision.html en el campo URL

de redireccion .

g. Copiey pegue la siguiente informacion en el campo XML de solicitud de

permiso:

App Id App Id
and Title [ & EF2nm
The app’s

[Trend Micro Cloud App Security
App Domain

tmcas.trendmicro.com

Example: “www.contoso.com"
Redirect URL:

https://admin.tmcas.trendmicro.com/provis

Example
hitpsy//wew.contoso.com/delaultaspx”
App's Permission Reguest XML
Permission | < \ppPermissionReauests
Request | AllowAppOniyPolicy="true">
XML <AppPermissonRequest

|Scope="hilp://sharepoint/contentlenant”
Right="Manage" />

The
CErmMMssSIONn

required by s

the app. @
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h. Haga clic en Crear y, en la pantalla que aparece, haga clic en Confiar.

Do you trust Trend Micro Cloud App Security?

Let it create or delete document libraries and lists in all site collections.
Let it share its permissions with other users.

Let it access basic information about the users of this site.
Trend Micro Cloud App Security

i. Cambie la URL del centro de administracidn de SharePoint a
{sharepoint_admin_site}/ layouts/15/TA_AllAppPrincipals.aspx y luego

abra la URL para verificar el permiso.

&« C M @ https://=le mm= sharepoint.com/_layouts/15/TA_AllAppPrincipals.aspx B3 e
- o= == @ https:// em.sharepoint.com/ layouts/15/TA_AllAppPrincipals.aspx
R NN ST s il L ttpsi//els s sharepoint.com/_layouts/15/TA_AllAppPrincipals.aspx - Google Search -

= r2zf
H
| @ Home Recommended based on your enterprise license
Disae ~ i i (e
Extract information
: ” . Get started with de 13 » |
fctvesites from files oo P e

j. Unavez que Trend Micro Cloud App Security aparece en la lista de
aplicaciones, significa que el permiso se ha concedido correctamente.

Apps

»
App Display Name

Find app principal by identifier
App Identifier

x Dataverse
x Office 365 Exchange Online
x ] Trend Micro Cloud App Security = |
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12. Vuelva a la consola de administracién de Cloud App Security y haga clic
en Enviar . Cloud App Security luego actualiza los datos de SharePoint Online en su
organizacién. El tiempo necesario depende de la cantidad de datos que tenga en

SharePoint Online.

13. En la esquina superior derecha de la consola de gestion, desplace el cursor sobre
el icono de campana y confirme si el aprovisionamiento se realizé
correctamente. Si aparece el mensaje "SharePoint Online protegido". aparece en
la pantalla de Notificaciones, el aprovisionamiento es exitoso.

) 1mene.  Cioud App Security @ A =5 Welomeldszmazers~ [

PISERNNN  \vanced Threat Protection IS Notifications (7) _

@ [Default organization] ShareFoint Online protected. Pl Success | |

Get Started

Thank you for choosing Cloud App Security. Check out the following information &

© [Default organization] OneDrive not

© [Default organization] Failed to prov

Provision Service Account

in Cloud App Security.

==
 railare |
~ Help to learn more about the

@ [Default organization] Create a

@ [Default organization] Exchange Oniline protected o Soccess |
Service: & Exchange Online y
& Dropbox
2
8 Last 30 days v
$
s
a
B y O
2 5A] ‘% ékv @‘ ~
£ NA A /5 &
s
& 0 0 0
8 Messages and Files BEC Phishing Ransomware Malicious File Malicious URL

Scanned
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